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AUTHORITY

Executive Order 12958, "Classified Natignal Security Information,” and Executive Order 12829, "Mational Industrial Security
Program.”™ The Information Security Oversight Office (IS00) is a component of the Natfonal Archives and Recards
Administration and receives its polfcy and program guidance from the Mational Security Council (NSC).

MISSION

[300 oversees the security classification programs in both Government and industry and reports to the President annually
on their status.

FUNCTIONS

= Develops. implementing directives and instructions.

= Maintains Tiaison with agency counterparts and conducts on-site inspections and special decument reviews to monitor
agency compliance.
= Develops and disseminates security education materials for Government and industry; monitors security education and

training programs.

Receives and takes action on complaints, appeals, and suggestions.
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Collects and analyzes relevant statistical data and reports them annually, along with other information, to the President.
serves as spokesperson to Congress, the media, special interest groups, professional organizations, and the public.

Conducts special studies on identified or potential problem areas and develops remedial approaches for program improvement .

{40

Recommends policy changes to the President through the NSO,

Provides program and administrative support for the Interagency Security Classification Appeals Panel (ISCAP}.

GOALS

= To hold classification activity to the minimum necessary Lo protect the national security:

{

= To ensure the safeguarding of classified natignal security information in both Government and industry in a cost-
effective and efficient manner.

= To premote declassification and publiec aceess to information as soon as national security considerations permit.,




The White House
Washington, DC 20500

Dear Mr. President:
We are pleased to submit the Information Security Oversight Office’s 1999 Report to the President.

In the fourth year of implementation of Executive Order 12958, the executive branch can again
report achievements in the President’s security classification program. Although Tegisiation
enacted in 1999 caused a decrease in declassification activity within the executive branch, the
program continued to add significantly to the unprecedented number of pages declassified. Further,
agencies reported yet another decrease in the number of original classifiers. Security cost
estimates for FY 1999 remained the same.

[n the declassification program, agencies of the executive branch reported declassifying almost
127 million pages of records having permanent historical value. Combined with the figures reported
for the first three years of the Order's implementation, the executive branch has declassified
almost 720 million pages of records under this Order. This achievement is exceptional. The hundreds
of millions of pages declassified under your Executive order will ultimately serve as an
irreplaceable resource for historians and other researchers for generations to come.

When E.0 12958 took effect inm FY 1996, you called upon agency heads who have original
classification authority to review carefully the number of officials within their agencies to whom
they delegate this authority. Since that time they have responded every year with a reduction in
their numbers. With a further reduction of 57 individuals in FY 1999, we believe that some
executive branch agencies have reached the minimum necessary for effective operations.

While security cost estimates for industry have fluctuated dramatically in the past three years,
in fiscal year 1999 it appears industry is finding its middle ground. The increased sample size
and mix of contractors have provided a more accurate measuremenl of cost estimates for industry.
Industry reported a 14 percent decrease while Government reported a six percent increase; however,
the total figure is below the figure reported in FY 1996.

Notwithstanding these positive trends, we are concerned about the <ontinuing increase in
classification activity. The increase, although lower than last year, appears to be a function of
the reporting of electronic transmissions like e-mail, and the application of data collection
methods rather than actual increases in classified programs. The results of the classified document
reviews conducted by IS00 during the year did not point to anything in particular that would
account for the increase. However, the results did point to a continuing need for agencies to
educate personnel about the security classification system and assess their classified product as
part of their self-inspections programs. Future oversight activities and increased commitment by
the agencies will determine whether this upward trend continues.

Respectfully,
Steven Garfinkel
Director, Information Security Oversight Office
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IMPLEMENTATION OF

THE AUTOMATIC
DECLASSIFICATION PROVISION
OF EXECUTIVE ORDER 12958

Classified National Security Information

BACKGROUND

Executive Qrder 12958, “Classified HNational Security
Information,” signed by President Clinton on April 17, 1995,
and effective on October 14, 1995, marked a radjcal departure
from the secrecy policies of the past. The first crder to revise
the security classification system since the end of the Cold
War, E.0. 12958 included major changes which should ultimately
result in fewer new secrets heing created, and has already
resulted in dramatically more information being declassified.
Fiscal Year 1999 marked the fourth year in which the policies
of the Order were in effect.

The declassification provisions of Section 3.4 contained the
most far-reaching reforms of the new securily classification
system. This section, entitled “Automatic Declassification,”
requires the automatic declassification of most historically
valuahle information that is 25 years old. In the past, these
alder c¢lassified records remained classified indefinitely.
Under E.0. 12958, these same records, including approximately
1.5 hillion pages created over the past 50 years, would be
subject to automatic declassification five years from ths
issuance date of the Order, or April 17, 2000, Executive Order
13142, issuad by President Clinton on November 19, 1999, amended
E.0. 12958, to extend the date of fThe Iimposition of the
automatic declassification provision until October 14, Z001.
For two groups of records, those that contain information
classified by more than one agency and those Lhat almest
invariably contain information pertaining to intelligence
sources or methods, E.0. 13142 extended the date of imposition
of the automatic declassification provision an additional
gightean months, until April 17, 2003. The text of E.0. 13142
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appears as Appendix A Lo this report,

In order to keep information classified beyond 25 years, agency
heads must be able Lo demonstrate that: (L1} Particular information
falls within & narrow exemption teo automalic declassification,
This determination is then subject Lo outside review by an
interagency panel of senier officials; or (2} Particular file
series, fdentified by the agency head and appreved by the
President, almost invariably contain exempted information.

In effect, E.0. 17958 reverses the resource burden. Unlike prior
systems, in which agencies had to expend resources in order to
declassify older information, under E. 0. 12958, agencies must
expend  the resources necessary to demonstrate why older,
historical information needs to remain classified.

PAGES DECLASSIFIED

The data gathered by Lhe Information Security Oversight Office
(1500) for this report reveal that in Fiscal Year 1999, the
ggencies of the executive branch continued to declassify
historically valuable documents in numbers unprecedented before
the issuance of E.0. 17958, In FY 1999, execultive branch agencies
declassified almost 127 million pages of historically wvaluable
records, FExtensive declassification continued in the face of
legislation that now requires the re-review of those records
that have previously heen declassified before bthey are made
available to Lhe public. The purpose of this legislation 15 to
make certain that the declassified records do not inadvertently
contain information classified under the terms of the AlLomic
Energy Act. called “Restricted Data™ and “Formerly Restricted
Data.™ Records classified under the Atomic Energy Act are not
subject to E.0. 12958 or its declassification provisions.

Wnile the number of pages declassified in FY 1999 decreased by
slightly more than one-third from the number of pages
declassified im FY 1998, +the achieved product s still
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remarkable. It took place in the face of an 80% reduction in
the declassified product of the MNational Archives and Recerds
Administration (NARA), brought about by Tegislation which
dramstically slowed the rate of review ab NARA. NARA had
previcusly accounted for more than 0% of the number of pages
declassified throughoul the entire executive branch, As
explained in greater detail in the “Declassification™ section
of this report, the Jlegisiation reguires @ page by page
declassification review and a re-review of documents already
declassified in order to search for dinfeormation that might be
classified under the Alomic Energy Act. Cn a wvery posiktive
note, the Department of Defensze, led by the Departments of Nawy
and Army, declassified almost 80 millfon pageés of permanently

977 MILLION PAGES DECLASSIFIED
during fiscal years 1980 - 1999
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valuable records in FY 19599, an increase of more than 10 milliaon
pages from FY 19%8. DOD's total represents &3% of the Lotal
number of pages declassified in FY 1999,

Puring the first four years that E.0. 12958 has been in effect,
the agencies of the executive branch have declassified
approximately 720 million pages of permanently wvaluable
records. In FY 1995, afler the President had signed Lhe Order
but before it went into effect, an additional 6% million pages
of permanently valuable records were declassified. Since 1500
came into existence in late 1978, and began collecting and
analyzing data beginning with data for Fiscal Year 1980, it has
reported the declassification of permanently valuahle records
totaling 9¥7 million pages. 0Of that total, 789 million pages,
or mare than B0%, have been declassified since the President
issued E.0. 12958 in April L9865,

FILE SERIES EXEMPTIONS FROM AUTOMATIC
DECLASSIFICATION

There was no new activity in this area during FY 199%9. For a
wrap-up on this subject, please refer to 1300°'s Report to the
President for FY 1998. [500 estimates thal approximately #0%8
millien pages have been exempted to date from automatic
declassification, including aTmost 187 million pages covered by
a file series exemptian.

INTERAGENCY SECURITY CLASSIFICATION
APPEALS PANEL

During FY 1989, the ISCAP continued to be an avenue for positive
change on the cuthing edge of what information should be
declassified. For more detailed information on the 1SCAP, please
refer to page 7 of this report.




LOOKING AHEAD - THE NEAR TERM

Positive Signs

“~ Tn spite of increasing obstacles, he agencies of the
executive branch continue to  declassify unprecedented
numbers of records of permanent historical value.

=~ Fach of the major classifying agencies has in place an
infrastructure for systematic review for declassification,
something that almost none of these agencies had when E.QO.
12958 was jszued.

= The {ssuance of E.0. 13142 offers a more realistic time frame
for the completion of declassification rewiews undertaken
hefore the onset of automatic declassification.

= Coordination and communication among the classifying and
declassifying agencies continue to increase and improve,
including efforts to prepare for the review of records
containing more than one agency's classification equities.
To further assist agencies in this area, 1500 issued the
uniform referral standard on September 13, 1993, This
amendment to 1500 Directive WNo. 1., which was developed and
approved by an interagency group, provides guidance on how
to handle multi-agency declassification issues,

Negative Signs

=~ Declassification, heretofore a subject of broad bipartisan
support, has  increasingly been adversely affected by
partisan politics.

= Declassification activity remains so prolific that it
exceads the ability of agency systems and resources o
process the records for public access, and the ability to
advise other agencies and the public aboul what information
has been declassified.
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=~ |ittle progress has been achieved in actually declassifying
records which contain more than one agency's classification
equities, and many of the records Lhat remain to be reviewed
have multi-agency equities.

= An estimated &172 million pages of records subject to
automatic declassification at the initial deadlines remain
to be reviewed,

LOOKING AHEAD - THE LONG TERM

While the continuation of the declassification policies of E.O
12958, or a close variant of those policies, clearly remains in
tha national interest, whalever happens cannct destroy the
unprecedented success of the Order’s first four years. The
hundreds of millions of pages declassified during this time will
ultimately serve as an irreplaceable respurce for historians and
other researchers for generations to come. Moreover, the abilily
of the executive branch to protect information in our national
security interest will have been enhanced by the massive
reduction in the number of documents that are no Jonger
sensitive but remained unnecessarily classified. The policies
of E.0. 17958, and the agencies' Jdmplementaticn of those
policies, have begun the creation of a Tegacy for the pecple of
the United States - a legacy that we can hope will be maintained
and expanded upon in the future,




INTERAGENCY SECURITY

CLASSIFICATION APPEALS PANEL

Authority
Section 5.4 of Executive Order 12953, "Classified National
Security Information.”

Functions
(1) To decide on appeals by authorized persons who have filed
classification challenges under Section 1.9 of [.0, 12958,

20 To approve, deny or amend agency exempbions from automatic
declassification as provided inm Section 3.4¢d) of E.0, 17958,

(3} To decide on mandatery review appeals by parties whose
requests fer declassification under Section 3.6 of E.0. 172955
have been denied at the agency level.

Members
Roslyn A. Mazer, Chair
Department of Justice

Jennifer A, Carrano
Intelligence Community

Michael J. Kurtz
National Archives and Records Administration

William H. Leary
National Security Counci)

J. William Leonard
Department of Defense

Frank M. Machak
Cepartment of State

Executive Secretary
Steven Garfinkel, Director
Information Security Oversight Office

Support Staff
Information Security Oversight Office

SUMMARY OF ACTIVITY

The President created the Interagency Security Classification
Appeals Panel (1SCAP) under E,0, 12958 to perform the critical
functions noted above, The ISCAP, comprised of senjor level
representatives appointed by the Secretaries of State and
Defense, Lhe Altorney  General, the Drector of  Central
Intelligence, the Archivist of the United States, and the
Assistant to the President for National Security Affairs,
Began meeting in May 1996. The President designates its Chair,
the Director of 1500 serves as jts Executive Secretary, and I500
provides its staff suppert.

To date, the majority of the [SCAP's efforts have focused on
mandatory declassification review appeals. Viewing the totality
of ity decision docket from May 1996 through September 159%,
the ISCAP has decided appeals seeking the declassification of
151 documents that remained fully or partially classified upon
Lhe completicon of agency processing. OFf these. the [SCAP
declassified information in 83% of the documents upon which Jt
nas wvoted (82 documents in full, B4%: 44 documents in part,
29%). The ISCAP has woted to affirm the agency's classification
ackion fully for 25 documents (17%). ISCAP actions to date
illustrate how faithful application of the declassification
standards for 25-year-old dnformation results in access to
historical ly valuable records. Several examples of portions of
the documents declassified by the ISCAP during the past year
are reproduced on the following pages.
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